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[bookmark: _Toc178700374]Version Content
[bookmark: _Toc355528201][bookmark: _Toc355529202][bookmark: _Toc355531435][bookmark: _Toc355600758][bookmark: _Toc355600816][bookmark: _Toc348901986][bookmark: _Toc348904250][bookmark: _Toc348904590][bookmark: _Toc348901987][bookmark: _Toc348904251][bookmark: _Toc348904591][bookmark: _Toc348901988][bookmark: _Toc348904252][bookmark: _Toc348904592][bookmark: _Toc348901989][bookmark: _Toc348904253][bookmark: _Toc348904593][bookmark: _Toc348901990][bookmark: _Toc348904254][bookmark: _Toc348904594][bookmark: _Toc348901991][bookmark: _Toc348904255][bookmark: _Toc348904595][bookmark: _Toc348901992][bookmark: _Toc348904256][bookmark: _Toc348904596][bookmark: _Toc348901993][bookmark: _Toc348904257][bookmark: _Toc348904597][bookmark: _Firmware_Location][bookmark: _Firmware_Version_Details][bookmark: _Hlk521001124][bookmark: _Toc442186187][bookmark: _Toc522191757][bookmark: _Toc410308323][bookmark: _Toc361835885][bookmark: _Toc304122488][bookmark: _Toc325369778][bookmark: _Toc348904599][bookmark: _Toc361835867][bookmark: _Toc425765244]This release supports the fixed issues listed in section 4. These release notes also document Supported Products and Platforms, Upgrading the Camera Firmware, and Known Issues and Limitations.
[bookmark: _Toc395032162][bookmark: _Toc395032303][bookmark: _Toc395032342][bookmark: _Toc441181431][bookmark: _Toc447535407][bookmark: _Toc529880059][bookmark: _Toc65175559][bookmark: _Toc178700375][bookmark: _Toc425765243][bookmark: _Toc442186186][bookmark: _Toc447464132]Firmware Version Details and Download Locations
	Firmware
	V3.0.0.12

	Download URL
	FHSeriesv3012



[bookmark: _New_Features][bookmark: _Toc362789577][bookmark: _Toc362791716][bookmark: _Toc362791827][bookmark: _Toc362791937][bookmark: _Toc362789578][bookmark: _Toc362791717][bookmark: _Toc362791828][bookmark: _Toc362791938][bookmark: _Toc362789579][bookmark: _Toc362791718][bookmark: _Toc362791829][bookmark: _Toc362791939][bookmark: _Toc362789600][bookmark: _Toc362791739][bookmark: _Toc362791850][bookmark: _Toc362791960][bookmark: _Analytic_Decoding_from][bookmark: _Support_for_H.264][bookmark: _trk-101_Metadata_Functionality][bookmark: _Toc362789602][bookmark: _Toc362791741][bookmark: _Toc362791852][bookmark: _Toc362791962][bookmark: _Known_Issues_and_1][bookmark: _Supported_Devices_and][bookmark: _Toc529880060][bookmark: _Toc65175560][bookmark: _Toc178700376]DNA Tool
Download FLIR DNA (Discovery Network Assistant) from here (https://flir.box.com/s/DNA).
	[image: Q:\Multi-Camera Library\Shared files\caution symbol.PNG] Important

	DNA v2.3.0.33 and later fully support FH-Series cameras. Earlier DNA versions do not.



[bookmark: _Supported_Products_and_2][bookmark: _Toc65175561][bookmark: _Toc178700377]Supported Products and Platforms
This release supports:
	[bookmark: _Hlk531241205]Product/Platform Name
	Description

	FH-Series ID
	Fixed-mount IP visible & thermal security camera with onboard video analytics

	FH-Series R
	Fixed-mount IP visible & thermal security camera with onboard video analytics and radiometry

	FH-Series R PTZ
	Pan-Tilt Zoom IP visible & thermal security camera with onboard radiometry

	FLIR Discovery Network Assistant
	Version 2.3.0.33 and 2.3.0.35

	Web browsers
	Google Chrome Version 128.0.6613.138 (Official Build) (64-bit)
Firefox 126.0.1 (64-bit)

	United VMS
	Latitude version 9.2.3

	Third-party VMSs
	Avigilon, exacqVision, Genetec, and Milestone XProtect 

	ONVIF® Test Tool
	Version 24.06 rev. 212 



	[image: ]Note

	Do not use this firmware version in any other device or for any other purpose.


[bookmark: _New_Features_1][bookmark: _Key_Features][bookmark: _Configuration_hash_codes][bookmark: _Pairing_with_Elara™][bookmark: _Pairing_with_an][bookmark: _Upgrading_the_Camera_1][bookmark: _Upgrading_the_Camera_2][bookmark: _New_Features_and][bookmark: _Toc178700378][bookmark: _Toc80766720][bookmark: _Toc522191759][bookmark: _Toc442186193][bookmark: _Toc425765258][bookmark: _Toc355521211][bookmark: _Toc361835889][bookmark: _Toc410308326][bookmark: _Toc522191761][bookmark: _Toc522542406][bookmark: _Toc530586401][bookmark: _Toc536076459][bookmark: _Toc2146163][bookmark: _Toc6383926][bookmark: _Toc65175563][bookmark: _Hlk536345864]Upgrading the Camera Firmware
Before upgrading the camera firmware, download it from the Firmware Location.
To upgrade the camera firmware, you can use v2.3.0.33 of the DNA tool or the camera’s web page. For information about how to upgrade the firmware using camera’s web page, see the camera’s installation and user guide.
[bookmark: OLE_LINK13]To upgrade the camera’s firmware using the DNA tool:
1. Open the DNA tool and select the camera(s) you are upgrading from the Discover List.
[image: ]
2. Authenticate the camera.
a. Click Login.
b. In the DNA - Login window, make sure admin is the User Name, type the password for the admin user (default: admin), and then click Login.
[image: ]
c. After the Status becomes OK, click Close. In the Discover List, the camera login Status is now Authenticated.
3. From the Discover List, select the camera again and click Firmware.
4. In the Update Firmware window, click Browse, and then select the firmware upgrade file.
[image: ]
5. [bookmark: _Known_Issues_and_3]Click Update.
[bookmark: _Supported_Products_and_1][bookmark: _Known_Issues_and_2][bookmark: _Fixed__Issues][bookmark: _Toc348902321][bookmark: _Toc348904586][bookmark: _Toc348904784][bookmark: _Appendix][bookmark: _Toc362791763][bookmark: _Toc362791874][bookmark: _Toc362791984][bookmark: _Simplified_Initial_IP][bookmark: _Solo_Setup][bookmark: _Digital_Slow_Shutter][bookmark: _Toc362789624][bookmark: _Toc362791764][bookmark: _Toc362791875][bookmark: _Toc362791985][bookmark: _Toc362789625][bookmark: _Toc362791765][bookmark: _Toc362791876][bookmark: _Toc362791986][bookmark: _Toc362789626][bookmark: _Toc362791766][bookmark: _Toc362791877][bookmark: _Toc362791987][bookmark: _Toc362789627][bookmark: _Toc362791767][bookmark: _Toc362791878][bookmark: _Toc362791988][bookmark: _Toc362789648][bookmark: _Toc362791788][bookmark: _Toc362791899][bookmark: _Toc362792009][bookmark: _Toc362789649][bookmark: _Toc362791789][bookmark: _Toc362791900][bookmark: _Toc362792010][bookmark: _Toc362789650][bookmark: _Toc362791790][bookmark: _Toc362791901][bookmark: _Toc362792011][bookmark: _Toc362789651][bookmark: _Toc362791791][bookmark: _Toc362791902][bookmark: _Toc362792012][bookmark: _Toc362789652][bookmark: _Toc362791792][bookmark: _Toc362791903][bookmark: _Toc362792013][bookmark: _Toc362789653][bookmark: _Toc362791793][bookmark: _Toc362791904][bookmark: _Toc362792014][bookmark: _Toc362789658][bookmark: _Toc362791798][bookmark: _Toc362791909][bookmark: _Toc362792019][bookmark: _Toc362789659][bookmark: _Toc362791799][bookmark: _Toc362791910][bookmark: _Toc362792020][bookmark: _Toc362789660][bookmark: _Toc362791800][bookmark: _Toc362791911][bookmark: _Toc362792021][bookmark: _Toc362789661][bookmark: _Toc362791801][bookmark: _Toc362791912][bookmark: _Toc362792022][bookmark: _Toc362789666][bookmark: _Toc362791806][bookmark: _Toc362791917][bookmark: _Toc362792027][bookmark: _Toc362789667][bookmark: _Toc362791807][bookmark: _Toc362791918][bookmark: _Toc362792028][bookmark: _Toc362789668][bookmark: _Toc362791808][bookmark: _Toc362791919][bookmark: _Toc362792029][bookmark: _Upgrading_the_Camera][bookmark: _Fixed_Issues][bookmark: _Toc178700379]Fixed Issues

This release fixes the following issues from v3.0.0.9:

	Summary
	Comment

	[bookmark: _Toc178700380]When using Fusion analytics, the min/max width and height are not saved after upgrading to new firmware.
	

	[bookmark: _Toc178700381]If a user changes the "Background Heater Control" to AUTO on the Heaters and Fans page and then upgrades the firmware, the "Background Heater Control" changes back to OFF after the upgrade.
	

	Changes were made to the DDR settings to optimize CV2 SOM
	

	On the Radiometry page, the parameter "Hysteresis time" is not saved after a reboot.
	

	When a recording is started through ONVIF and stopped, the recording stream is not stopped.
	

	Defining motion as “Radiometric Alarm Notification" in ONVIF is not saved when the firmware is upgraded.
	

	The camera shows the wrong status after an SD card is inserted.
	

	The heater settings are not saved when firmware is upgraded from 1.0.0.13 to 3.0.0.6
	

	[bookmark: _Toc178700382]The PAL analog out video is corrupted/disrupted.
	



[bookmark: _Known_Issues_and][bookmark: _Toc178700383]Known Issues and Limitations

When upgrading from v3.0.0.x to firmware v3.0.0.12, partial reset is necessary to preserve network configuration settings. The password should be reset in a secure network.

	Summary
	Comment

	On the visible tab, Contrast is not working (FH-PTZ it is ok).
	

	Manual white balance: One push trigger not making color balance, instead it is making focus.
	

	OSD > AV > PAL > visible > OSD is cut in half.
	

	FH PTZ only > Boresight calibration is not saved after factory reset.
	

	Analog video source > The thermal video is not smooth.
	

	SOE of Thermal is not downloaded when both Visible and Thermal are enabled to download SOE.
	

	Hybrid Bullet with QVGA Sensor > poor detection performance.
	

	Video Analytics - The analytics recognizes cars as humans. Additionally, we get false alerts on trees.
	

	Stopped track vehicle VA OSD removed in additional 15 seconds.
	

	On the radiometry page, using the car detection filter, the radiometry box does not detect cars, only changes to red.
	

	On the Radiometry page, the OSD overlay can hide the box or spot.
	

	On the Radiometry page, the radiometric item Diff is not showing on the OSD.
	

	FH - PTZ - Because of the structure of the camera + addition of a motor, the camera cannot support these features: I/O, Audio in/out, Analog out.
	

	In Latitude, Radiometry Events, alert number 0 is not shown in Latitude.
	

	 Latitude Actions - "Radiometric alarm triggered" events are limited to 4 triggers max, even though the camera can support 25 triggers.
	

	Cyber Security - Avoid transmitting in clear text for adding users or changing passwords (Critical).
	

	Cyber Security - Slowloris and Slow POST Attacks (Critical).
	

	SSH Terrapin Prefix Truncation Weakness – ONLY AFFECTED DEBUG (Medium).
	

	Cyber Security - Upgrade Dropbear to version 2024.84 (Minor).
	

	Cyber Security - Upgrade Nginx to version 1.26.0 (Minor).
	

	Port forwarding/DMZ/VPN - Does not work.
	



[bookmark: _Toc178700384]Disclaimer
By providing this document, Teledyne FLIR LLC is not making any representations regarding the correctness or completeness of its contents and reserves the right to alter this document at any time without notice.
© Teledyne FLIR LLC 2024. All rights reserved.
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